OBA3ATEJ/IbHBIE CTAHAAPTHDBIE
TPEBOBAHUA

§1. Tpe6GoBaHMA TEXHUYECKHUX PETIaMEHTOB.

[Ipu NpPOEeKTUPOBAHUHU U U3rOTOBJIEHUHN
060py0BaHUsA JOKHBI ObITh YYTEHbI TPeOOBAHUSA
(ITo 3anpocy [IpopaBua, [TokynaTtesb
npegocrasisier [lpojaBuy Bce Heob6XoAUMBle

HOpPMaTHBHbIE JOKYMEHTHI):
- Texuuueckue PersiameHThl TamoxkeHHoro Coro3a:
- TP TC 010/2011 «O 6e30macHOCTU MallUH U

060pY/I0BaHUSY;

- TP TC 004/2011 «O 6e3omnacHocTH
HH3KOBOJIbTHOT'O 060Dy 0BAaHUAY;

- TP TC 020/2011 «3JjaeKTpoMarHuTHasl

COBMECTUMOCTb TEXHUYECKHUX CPEJICTBY;
- Bce npouyue TexHuuyeckue Pernamentnr TC,
NPUMEHHUMBIX JIJI51 IOCTABJISIEMOT'0 060PY/IOBAHUSI.

- Ilynkter ®Hull "Ob6ecnedyeHue NpOMBINIJIEHHON
6e30MacCHOCTH IPY OpraHu3alyy paboT Ha ONACHBIX
NPOU3BO/ICTBEHHBIX 06'beKTax rOpHO-
MeTa/IJIypTrU4eCKON NPOMBIIIJIEHHOCTH "
YcTaHaB/IMBaeMble 3aMKHU-BbIK/IOYaTeNN [JO/KHbI
COOTBETCTBOBATb CJIEJYIOLMM TPpe6GOBaHUAM:
—HMeTb  BBICOKYH  CTelleHb  3aljUTbl  OT
CJIy4allHOTO OTKPBITHSA MOX0KUM KJIH0YOM;
—KJIOY MOXeT ObITb HU3BAT U3 3aMKa-
BBIKJIIOYATe/Ns  TOJBKO B OTKJIIOYEHHOM
NOJIO)KEHUU TPU Pa30MKHYTBIX KOHTaKTax
3aMKa-BbIK/JI0YaTeIs.

- [lyHKTBI
IPOLIECCOB
MeTaJlJIoB":
—Bce TexHHWuYeckWe yYCTPOUMCTBa3, UMeKINE
JBWDKYIIHECS YaCTH, KOTOpPble MOTYT SIBJSATLCS
HCTOYHUKAMU  OMAcHOCTH  TPABMUPOBAHUSA
paboOTHUKOB WJIM BO3JEHCTBHUS Ha JApyroe
060opyZi0OBaHUE, JOJDKHBI ObITb  OTPaXKJIEHbI
COTJIACHO TPeGOBAHUSAM MPOEKTa, HOPMATHUBHBIX
NPABOBBIX AKTOB, TPe6OBAHUSM U3TrOTOBUTEJIEN.
UckouyeHneM SIBJSIOTCA JBWXKYIIHMECS 4YacTH,
OTpakJieHHe KOTOPbIX He [JIOMyCKaeTcd HUX
GYHKIMOHA/IbHBIM ~ Ha3HAaYeHWEeM, a TaKXe
JBWDKYIIMECS YaCTH, PacloJioKeHHbIe Ha BbICOTE
6oJsiee 2,5 M U He PeCTABJAIOIIME OTACHOCTH.
—3y6uyaTble, peMeHHble U IieNHble IMepeJadyu
HE3aBUCUMO OT BBICOTHI UX PAaCIOJIOKEHHUS U
CKOPOCTH JBMXKEHMUS JOKHbI UMETh CILJIOIIHOE
OTpaXK/ieHUeE.
—CbeMHbIe OTPaXKAEHUS JOJKHBI ObITh CHA0KeHbI
YCTPOUCTBAMH, UCK/IIOYAIOIIMAMHA UX CJIydailHOe
OTKpBbITHE WJIH CHSTHE, a TPU HEOOXOJUMOCTH,

@®Hull "llpaBuna 6e3omacHOCTU
NOJy4YeHUs1  WJIM  NpPUMEeHeHUs

OBLIGATORY STANDARD
REQUIREMENTS

§1. Technical regulations requirements.

During design and production of the Equipment
the following requirements should be considered
(at Seller’s request Buyer provides Seller with all
necessary regulations):

- Technical Regulations of the Customs Union:
-TRCU010/2011 “On safety of machines and

equipment”;

- TR CU 004/2011 “On safety of low-voltage
equipment”;

- TR CU 020/2011 “Electromagnetic

compatibility of technical means”;
- all other Technical Regulations CU relevant
for the delivered Equipment.

- Clauses of Federal Rules and Regulations
“Industrial safety maintenance when arranging
works on hazardous production facilities in
mining and metallurgical industry”:
Keylock-switches to be installed shall meet the
following requirements:
—have high protection level against accidental
unclose with a similar key.
—key can be withdrawn from the keylock-
switch only in disengaged condition with open
contacts of the keylock-switch.

- Clauses of Federal Rules and Regulations “Safety
regulations for metals manufacturing and
application”:

—All technical devices having moving parts
which can be workers’ traumatizing hazards
or hazards of impact on other equipment, shall
be guarded and fenced in accordance with the
engineering design requirements, with laws
and regulations, manufacturers’
requirements. Exclusions are moving parts,
for which their purpose of function makes
their guarding or fencing impossible, as well
as moving parts which are located at height of
more than 2,5 m and which do not pose threat.

—Gear, belt and chain drives regardless of their
arrangement height and movement speed
shall have removable closed sheeting (safety
guards).

—Removable safety guards shall be supplied
with devices, excluding their accidental
opening or demounting, and if necessary, have



HUMETh GJIOKMPOBKH, obecrnedynBarolme
npekpaijeHue paboyero mpolecca IpU HX
CHATHUH WM OTKPBITHU. Orpak/ieHUs J0JDKHBI
MOCTABJATLCA KOMIIEKTHO C TEXHUYECKHUMHU
YCTpPOUCTBAMHU.

§2.Tpe6GoBaHUA N0 KOMIJIEKTaLUUA
060py/L0BaHUSA U POrPaMMHOr0 06ecne4eHus
AJISl CHCTEMbl aBTOMAaTU4Y€eCKOro yrpaBJIeHUS.

Cuctema aBTOMaTHueckoro ynpasjieHuss (CAY)
MOCTpPOEHA Ha 3JIeKTPoo6opy/l0BaHUU (UPMBI

Siemens. OcHoBoOM CAY ABJIsIEeTCS
NporpaMMHUpyeMblil  JIOTUMECKUMW  KOHTpOJLIep
(IJIK) Simatic S7 dbupMbl Siemens.
PacnipenenenHble  6JioKH  (MOAK/IIOYAaeMble K

KOHTPOJIJIEPY 10 MPOMBbIIIJIEHHON ceTH) - GUPMBbI
Siemens.

CAY ynmpaBjsgeT MNOpUBOAAMH, 00pabaThIBaeT
CUTHaJbl C [JaTYUKOB U T.J. U VIpPaBJsAET
BcIoMoraTe/JbHbIMU  MexaHu3amamMu. B CAY
HCKJIYEHBI crenuduyeckre 3JIeKTPOHHbIE GJIOKH
MPOU3BO/ICTBA JIPYTHUX MPOU3BOJAUTEJEH, KOTOPbIE
yIpaBJSOT OTAEJbHBIMU YacTsIMU O60pyioBaHus.

[laHenb omepaTopa NpPOM3BOACTBA  Siemens.
CucTtema BuU3yasM3allUM TakK >Xe pa3paboTaHa Ha
6a3e mporpaMMHoro obecrnedyeHuss pupMbl Siemens.

[Ipu ynpaB/eHUH 3JIeKTPONPUBO/OM (4aCTOTHBIMHU
npeo6pa3oBaTesIsIMU) 060pynoBaHus no
IPOMBILIJIEHHOW CETH, 3JIEKTPONPHUBO/ BbINOJHEH
Ha 4aCTOTHBIX peobpasoBareissx pupMbl Siemens.

3HKOﬂepr AJIA 3JIEKTPOINIPHUBOAOB YIIPABJIAEMbIX 1O
HpOMbILLIJIEHHOﬁ CEeTHU IMPOU3BOJCTBA Siemens.

Bcé nporpammHoe ob6ecrieyeHue CAY HamucaHO C
UCI0JIb30BaHUEM NporpaMMHbIX
MHCTPYMEHTAJbHbIX CpeAcTB ¢upMbl Siemens:
Step7, Protool, WinCC, WinCC flexible, Starter, TIA
Portal.

[Iporpammel ynpassaenusa I[IJIK u aaroputm wux
paboThl, CUCTEMBbl BHU3yaJH3aL{H, MapaMeTphI
npeob6pasoBaTesield, MHCTPYKLUH 10 3KCILJIyaTal My
M HaJajKe, MapoJM [JOCTyna JOJDKHbI ObITh
nepejaHbl I0CJIe NOJHOM oT/1afKu [lokynaTeJtto.

§3. Tpe6oBaHus1 N0 MHPOPMALMIOHHOM
6€e30MacHOCTHU
TpebosaHusi daHHO20 paszdena 0653amesbHbl 0415
ebinosHeHusl Ilpodasyom u/uau Ilpoussodumesiem
O6opydosaHusi. BwinosaneHue smux mpebosaHull
6ydem yvumbleamuvca npu npuemke 060py0o8aHusl.

blockings, providing working process
shutdown if they are demounted or opened.
Safety guards shall be delivered together with
technical devices.

§2. Requirements for hardware and software
for automatic control system.

Automatic control system is based on Siemens
electrical equipment. The basis of the automatic
control system is programmable logic controller
(PLC) Simatic S7, Siemens. Distributed blocks
(connected to the controller via industrial
network) are Siemens.

Automatic control system controls drives,
handles signals from sensors and etc, and
operates the accessory mechanisms. There are no
specific electronic modules manufactured by
other producers, which operate the separate
parts of the Equipment.

Operator panel is Siemens. Visualization system
is also designed on the base of Siemens software.

In case that the Equipment electric drive
(frequency inverters) is controlled via industrial
network, the electric drive is based on Siemens
frequency inverters.

Encoders for electric drives, controlled via
industrial network, are Siemens.

All automatic control system software is coded
using Siemens software tools: Step7, Protool,
WinCC, WinCC flexible, Starter, TIA Portal.

PLC control programs and their operation
algorithm, visualization systems, inverters
parameters, operation and setup instructions,
access passwords (keys) shall be transferred to
Buyer after the Equipment set-up
accomplishment.

§3. Information security requirements

The requirements of this section are compulsory
for the Equipment Seller and/or Manufacturer.
Fulfillment of these requirements will be taken into
account when accepting the Equipment.
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HeebinosHeHue  €02/10CO8AHHBIX
Ilokynamesnem  mpe6osaHutl
6esonacHocmu Moxcem

CAYH UMb OCHOBAHUEM 0/11 0MKa3a 8 nodnucavuu
Axkma o seode O6opydoeaHusi 8 3kcnayamayur u
8bix00de Ha C02/1ACO8AHHYI) NPOU3800UMEALHOCMb C
ommemkou «6e3 3ameuaHuil» .

Ilo coezaacosanur c Illokynamesaem donyckaemcs
8HeceHue usmeHenuti e n.l1 (TpeboeaHus k
AumusupycHoli  3awume), n.3 (Opeanuzayus
yodaneHHoz2o docmyna k pecypcam), n.5 (Tpebosanus
K OpeaHu3ayuu MOHUMOPUH2A UHPOPMAYUOHHOL
6ezonactocmu), n.9 (TpeboeaHus no opzaHusayuu
6ecnpoeodHoli  mexHosozuveckou JIBC), n.10
(TpebosaHusa k cemegoMy 060pyd08aHUI0 U €20
KOH@U2ypupo8aHuio) 8 coomeemcmeuu c
UCNo/b3yeMblMU 8 cucmeme munamu 060py0o8aHusl.
OcmasvHble mpe60o8aHusi pedaKkmupo8aHUK He
nodzaexcam.

Illpu  Haauvyuu 8  npoekme  0O6opydosaHus
asmoMamu3upo8aHHbIX pAaboO4UX Mecm, Ccepsepos,
A106020 cemegozo o06opydosaHusi, pabomvi U
mamepuaavl 0451 hodkawyeHuss 060pydosaHust K
MexHO/102UYeCcKOll cemu BK/AI4AIOMCS 8 NpoeKm
O6opydosanus, ecau 6  Kommpakme  uau
[Ipusaoscenuu kK HeMmy He 02080peHO UHoe. B amom
caydae, 8ce  Heobxodumbvie  ycmpolicmea U
mamepuaasl  8KJAWYEHbl 8 00BeM hocmasku
O6opydosaHusi; obecheyeHue nodK/awo4YeHus
ocyujecmaassemcsi cuaamu Ilokynameasi.
IodkawyeHUe Makux cucmem K MmMexHO/102Uu4eckol
cemu 06513ame/1bHO.

Ilpodasyom u
UHPOPMAYUOHHOU

[lepeyeHb MCHOJIb3YEMBIX COKPALCHUNA:

- AB3 - aHTUBHpYCHasA 3a1LUTa;

- APM - aBTOMaTU3MpPOBAHHOE paboyee MECTO;

- IM3 - neMunuTapru3oBaHHas 30Ha;

- ACYTII - aBTOMaTU3MpOBaHHAasA CHUCTeMa
yIpaBJ/ieHUsl TEXHOJIOTMYECKUM IIPOLIECCOM;

- KCITZl - KopniopaTuBHBble ceTU epeJiadyu JaHHBIX;
- [IK - mepconabHBIA KOMIBIOTED;

- [10 - nporpaMMHoOe o6ecrieyeHue;

- JIBC - nokasibHas BbIYUC/IMTE/IbHAS CETh;

- KHC - kopnopatuBHass UHPOpMalMOHHAasA
cucreMa);

- TCIL[ - TexHosioruyeckas ceThb nepefadu JaHHBIX

1. Tpe6oBaHUA K AHTUBUPYCHOW 3aLIUTE
(llpumeHumo npu Haauvuu 6 cucmeme APM u
cepsepos)

Ha Bce BHeipsieMble APM u cepBepa JJ0/KHBI ObITh
YCTaHOBJIEHbl TNpPeLyCMOTPEHHble CTaHAApTaMH
rpynnbl  KoMnaHuit  «CeBepcTajb»  CcpeAcTBa
aHTUBUDPYCHOM 3alWThl, YyIpaBJisieMble Yepe3
LleHTPaJIM30BaHHbIA CepBep aJIMUHUCTPUPOBAHUS,

Failure to comply with the information security
requirements agreed by the Seller and the Buyer
may serve as a basis for refusing to sign the
Protocol about the Equipment putting into
operation and achievement of the agreed
productivity with the note “accepted without any
objections”.

By agreement with the Buyer, amendments may be
introduced to p.1 (Requirements to antivirus
protection), p. 3 (Requirements to remote access to
resources), p. 5 (Requirements to information
security monitoring), p. 9 (Requirements to setting
up of wireless process LAN), p. 10 (Requirements to
network equipment and its configuration) in
accordance with the types of equipment used in the
system. The remaining requirements are not
subject to any changes.

If there are workstations, servers, any network
equipment in the Equipment configuration, works
and materials for connecting the Equipment to the
technological network should be included in the
Equipment configuration, unless otherwise
specified in the Contract or in an Appendix to the
Contract. In this case, all the necessary devices and
materials should be included in the scope of supply
of the Equipment; the connection is provided by the
Buyer. The connection of such systems to the
corporate network is compulsory.

List of abbreviations:

- AVP - Antivirus Protection;

- WS - Workstation;

- DMZ - Demiilitarized Zone;

- APCS - Automated Process Control System;

- CDTN - Corporate Data Transfer Networks;

- PC - Personal Computer;

- SW - Software;

- LAN - Local Area Network;

- CIS - Corporate Information System;

- PDTN - Process Data Transfer Networks

1. Requirements to antivirus protection
(Applicable if there are workstations and servers
in the system)

Corporate antivirus tools, defined by the
standards of the Severstal group of companies,
controlled via centralized administration server
located in demilitarized zone (DMZ) shall be




pa3MelleHHbId B
(AM3).
3anpemaeTcs NOAKJIKYATh BHejpseMble APM u
cepBepa B ceTh 6€3 YCTaHOBJIEHHBIX cpeAcTB AB3 u
AKTya/IbHBIX 0OHOBJIEHHUM 6€301acCHOCTH

I,Z[eMI/IJ'II/ITapI/ISOBc':lHHOI‘/JI 30HE

2. TpeboBaHKA K 0OHOBJIEHUAM 6€301aCHOCTHU

Ha BCe nporpaMMHOe obecreyeHue
(omepanoHHbIE CHUCTEMBI, MPOIINBKHU
KOHTPOJLJIEPOB, CETEBOr0 060pyZ0BaHUS U T.J.) —

JIOJDKHBI ObITh  yYCTAHOBJIEHBI nocJjefHue
006HOBJIEHHSI 6e30MaCHOCTH, KOTOPble 3aKPbIBAIOT
U3BeCTHbIE ySI3BUMOCTH. B c1y4ae

HECOBMECTUMOCTH C JIeMCTBYIOLUIUMH CHCTEMaMH,
Heob6xoAMMa paspaboTka u peanusanus
JIOTIOJIHUTENbHBIX MEPONIPUATHH, COTIACOBAHHBIX C
YupaBnenunem HWHopMannoHHo#i be3omacHocTH
[TokynaTtens.

3. Opranusanys yaaJeHHOr0 JOCTyIa K pecypcaM

installed on all introduced workstations and
servers.

It is forbidden to connect the new workstations
and servers to the network without installed
antivirus tools and latest safety updates.

2. Requirements to security updates

The latest security updates that eliminate known
vulnerabilities shall be installed on all software
(operating systems, firmware of controllers,
network equipment). In case of incompatibility
with existing systems, development and
implementation of additional measures shall be
required as agreed with the Information Security
Department and the Automation Department.

3. Requirements to remote access to resources

(llpumernumo npu Heobxodumocmu oOpz2aHuzayuu
ydasenHozo docmyna 8 MOMeHM HaaAAdku U
eapaHmuliHozo conpogocdeHusl, obpamumb
B8HUMQHUE HA 02PaHUYEeHUs1)

OpraHusanus yjAaJeHHOro JOCTylna K pecypcaM
ACYTII pomxHa OCYLECTBJAATbCA NOCPeACTBOM
LIJIF030B TEPMUHAJIOB, PacnoJIoKeHHbIX B JIM3.
Pa6ora mnosb3oBaTteseit u3z KCIIJI c pecypcamu
ACYTII ocywecTBasgeTca nyTeM NOAKJKYEHUS Ha
TepMHUHaJbHbIN cepBep B JIM3.

Bce mnorpaHu4Hble CEPBUCH], OCYUIECTBJSAIOIIME
B3aHUMoOJielcTBUe TexHoJsiorndyeckod cetu u KCII/
mis  conpoBoxaeHuss ACYTII, mo/mkHBI  OBITh
NepeHeceHbl B OpraHu3oBaHHyto [M3.

3amnpenieHa MapupyTU3anus TpaprKa Ha XOCTax B
M3 (ckBOo3HOe mnpoxoxJeHHe Tpaduka uyepe3
AM3).

3anpenieHa opraHMsalysA yAaJeHHOro JAO0CTyna K
pecypcam ACYTII yepe3 OTKpbITble KaHaJbl CBA3U
(3G, 4G/LTE).

3amnpenieHa yYCTaHOBKAa CpeACTB  YJAJIEHHOTO
aagMuHUCcTpUpoBaHus (TeamViewer u T.A.).

Bce pelieHdss 1o oOpraHu3alUd yAaJeHHOTO
JIOCTyna  COTJIaCOBBIBAIOTCA C  YNpaBJeHUEM
HUudopmannonHoi Besonacuoctu [lokynaTess.

4. TpeboBaHUA N0 NOAKJKYEHHUID 0060pYyJ0BaHUSA

(Applicable if it is necessary to organize remote
access during commissioning and warranty
support works, special attention shall be paid to
the limitations)

Remote access to APCS resources shall be
granted via terminals gateways located in DMZ.

The work of users from the CDTN with the
resources of the APCS should be performed by
connecting to the terminal server in the DMZ.

All border services that interact with the
technological network and CDTN to support
APCS should be transferred to the organized
DMZ.

It is prohibited to route traffic on hosts in the
DMZ (end-to-end traffic through the DMZ).

Granting of remote access to APCS resources via
open communication channels (3G, 4G/LTE) is
prohibited.

Installation of remote administration tools
(TeamViewer, etc.) is prohibited.

All remote access-related solutions shall be
agreed upon with the Buyer’s Information
Security Department.

4. Requirements to connection of the equipment

COTPYZHUKOB CTOPOHHUX opranusanui (Ilpogasna
u /vy [ponsBoauTeis)

[Ipr HeO6GXOAWMOCTH MOJKJIOYEHUSI COTPYAHHUKOB
[IponaBua u/unu [IpousoaBuTens K
KOHTpOJIJIepaM, cepBepaM, pabo4uM CTaHLUAM
ACYTIT c coGCTBEHHBIX HOYTOYKOB BO BpeMsi
HaJIaJ K1 He0O6X0AUMO 00eCIedUTh:

- Hanuuwue cpegctB AB3 ¢ akTya/ibHBIMU 6a3aMu;

of external organizations’ employees (Seller’s

and/or Manufacturer’s)

When Seller’s and/or Manufacturer’s employees
need to connect their laptop computers to APCS
controllers, servers or workstations during
commissioning, the following shall be ensured:

- Availability of antivirus protection software
with updated virus bases;



- [lonnyro nposepky I1K cpeacTBamu AB3;

- Hannyue yCTaHOBJIEHHBIX KPUTHYHBIX
0O6HOBJIEHU 6e30MacCHOCTHU omnepalvoHHON
CUCTEMBI.

5. Tpe6oBaHUd K OpraHM3aluyd MOHHUTOPHUHTrA
MHOOPMALIMOHHON 6€30I1aCHOCTH

(llpumeHumo  npu  pasgepmovi8AHUU  OOAbWUX
UHEOPMAYUOHHBIX CUCEM)

C uespt0  MOHUTOPUHra  UHPOPMAIMOHHOMU
6€e301aCHOCTH MPEYCMOTPETD:

- [TopThI KOHQUTYpPUPOBaHHUS CEeTeBOro
060pyA0OBaHUSI BBIZEJUTb B OT/I€/IbHBIA CErMeHT
(VLAN);

- [lns ayTeHTUQUKALMU HA CETEBOM 000pPYyA0BaHUU
HCI0JIb30BaTh MPOTOKOJI TACACS+ 5
[[eHTPaJIM30BaHHbIE YYeTHbIE 3aAIUCH;

- HactpouThb cbop coGbITHH (CO BCex CepBepOB,
pabouux CTaHIUH, AKTUBHOTO CeTeBOro
060pyAOBaHUS, BHEIPEHHBIX B paMKax MpPOeKTa) U
NepechlIKY 10 MPOTOKOoJy syslog Ha cepBep cbopa
COOBITUN MPOU3BO/ICTBA;

- O6ecneynTh NpOorpaMMHBIA KOHTPOJIb U3MEHEHUs
KOHGUTypaLUil BCero yCTAaHOBJIEHHOTO B paMKax
pOeKTa aKTUBHOTO CETEBOT0 060PYyA0BaHUS;

- KoMnyiekc TeXHUYECKUX U TPOTPAMMHBIX CPE/ICTB
JlOJDKEeH rapaHTUpPOBAaTh
1|eJIOCTHOCTb(HEN3MEHSIEMOCTb) O0OCTyMaeMbIX U
06pabaTbIBaEMbIX JaHHBIX;

Ha Bcex APM u CepBepax A0/KHBI 6bITh HACTPOEHDI
NOJMTUKH 0G€30MaCHOCTU U YCTAHOBJIEHbI areHThbl

CUCTEMBI MOHHUTOPHUHTA MHGOPMALIMOHHOM
6e3onacHocTu. HacTpauBaeTcsi BbIBOJA, COOBITHH
(ypoBeHb COOBITUI COTJIaCOBBIBAETCS C

Ynpasnennem HWHPopManmoHHod besomacHocTH
[TokynareJisi) mo mpoTokoJiy syslog Ha cepBep c6opa
cobbITUM npou3BoAcTBa (ip aapec npeocTaBasieT
Ynpasnenue HWHopmanumonHoit besomacHocTu
[TokymnaTtesns).

6. TpeboBaHUA K CpOKaM U VCJIOBUAM XpPaHEHUd

- Full virus checking by antivirus protection
software;

- Installation of all critical security updates for the
operating system.

5. Requirements to information security

monitoring

(Applicable when deploying large information
systems)

The following shall be provided for monitoring of
information security:

- The ports for configuring of network equipment
shall be arranged as a separate segment (VLAN);

- TACACS+ protocol and centralized accounts
shall be used for authentication on network
equipment;

- Acquisition and forwarding of events (from all
servers, workstations, active network equipment
introduced within the framework of the project)
shall be set up using the syslog protocol to the
events acquisition server of the production
facility;

- Software check of configuration changes for all
active network equipment installed within the
framework of the project shall be ensured;

- The package of hardware and software shall
ensure integrity (immutability) of the processed
and related data;

Security policies shall be set up and agents of the
information security monitoring system shall be
installed on all introduced workstations and
servers. Forwarding of events (the event level to
be agreed with the Information Security
Department) shall be set up using the syslog
protocol to the events acquisition server of the
production facility (IP-address to be provided by
the Information Security Department);

6. Requirements to the conditions and period of

JaHHBIX B FHOOPMaLlMOHHOW CUCTEME

PesepBHoe konupoBaHue [10 cucteMbl ynpaBjieHUA
M JMarHOCTMKHA HEeOoOXOJHMO OCYLIeCTBJATbH NpHU
nepejayde CUCTEMBI B 9KCILJIyaTal IO U IPU KaXKI0M
n3MeHeHud [10 B TeyeHMM TrapaHTUHWHOIO CpOKa
00CTY>KUBaHUS.

XpaHeHue pe3epBHbIX kKonuii [10 npeflycMOTpeTh He
MeHee YeM Ha TPEX HOCHUTeJISAX, PacloJIOKeHHbIX B
pasHbIX NOMeIEeHUAX, MWCKIYaIIUX [JOCTYI
NOCTOPOHHUX JiNL. Kaxablii HOcUTeN b [0JKeH
MMeTb MapKUpOBKY, BKJIOYaKLyl0 B cebd
HauMeHOBaHHUs arperara,  Ju60 CUCTEMBI
ylnpaBJIeHUSM, Ha KoTopod npuMeHseTtcs [10.

data storage in the information system

The control and diagnostic system software
should be backed up when the system is put into
operation and every time the SW is changed
during the warranty period.

SW back-up copies shall be reproduced on at
least three carriers located in different rooms
with no access for third party persons. Each data
carrier shall bear marking including the name of
production unit or control system using the
software.



7. TpeGoBaHUSA K ayJUTY COOLITUHN B yIPaBJSIOIIEN
CUCTEME

Heo6xoa1uM0 BeCcTH ayAUT COOBITUN BX0/la/BbIX0/1a
noJib30BaTeJisl B cucteMy. JKypHas ayauTa A0JIKEH
OBbITb HEJIOCTYIIEH /ISl peJaKTHPOBAHUS HU OJJHOMY
M3 M0JIb30BaTesJed W XpaHUTbCS He MeHee 6
MeCSILEB.

8. TpebGoBaHWA K pasrpaHUYEHMIO JOCTyHa K

7. Requirements to audit of events in control

system
User login/logout events shall be audited The

audit log shall be unavailable for editing to any of
the users and shall be stored during at least 6
months.

8. Requirements to differentiation of access

uHOopMaLKH B cCUCTEME

JUIs  KaXJoro TmoJib30BaTesisd [JJO/DKHbl  OBITh
3aBe/leHbl YHUKa/bHble Y4YéTHble 3allCH, 3a
UCKJIIOYeHUEM OCOOBbIX CJydaeB, CBA3aHHbIX C
BBIMOJIHEHUEM QYHKLIMOHAMBHBIX 006s3aHHOCTEN
rpynnoi paGOTHHUKOB C OJHHUM HPHUJIOXKEHHUEM.
Cnucok paGOTHHKOB, HCHOJIb3YIOUIMX IPYNIOBbIE
Y4ETHbIE 3alIHUCH, JOJDKEH OBITh CTPOTO ONpeeiéH.
['pynmoBble y4€THbIE 3alIUCU MOTYT ObITh CO3JaHbl
TOJBKO [JI1 OlepaTopoB (MHBIX pPabGOTHHUKOB
TEXHOJIOTMYECKOT0 IepcoHasa), YNpaB/AKLKX
arperatom (060pyA0BaHHEM) UJIH €TO Y3JIaMHU.

9. TpeboBaHUA IO OpraHU3alUMU OGECIPOBOJHOMN

privileges to information in the system

A unique account shall be assigned to each user
with exception of special cases when a group of
employees have to work with the same
application as part of their functional duties. The
list of employees using group accounts shall be
well-defined. Group accounts may be created
only for operators (or other process personnel)
controlling the equipment or its units.

9. Requirements to setting up of wireless process

TexHoJoruvyeckou JIBC
(llpumernumo  npu
mexHo.102uu)

- 6eclpoBOJiHasA CeTb JOJ/LKHBI ObIThb BblJ€JieHa B
OT/ieJIbHbIN CEerMeHT U OTHOCHUTBCS K
TEXHOJIOTUYECKUM CETSIM;

- GeclpoBOJiHasA ceTb JOJDKHA ObITb OTAe/eHa OT
NPOBOAHBIX TexHoJiorndyeckux JIBC anmapaTHbIMU
MapupyTtusatopamu ¢ ACL;

- GecrnpoBOJiHAas CeTh JOJ/DKHA ObITh (U3UYECKH
M30JIMpOBaHa oT uHdopmauuoHHol cetu (KUC);

- 6ecrnpoBOJHON CETH [OJKHO OBITh MPHCBOEHO
yHUKanbHOe nMms (SSID);

- Ha 060pYJIOBAaHHUM OECIPOBOJHON CETHU JO0JHKHA
OBITh OTKJIIOUEHA PacChLIKA IHPOKOBeIaTeJlbHbIX
¢dpeiimoB «beacony;

- 30Ha NOKPBITHS He JO0JDKHA MPEBbILIATh pabovyo
30HY;

- Ui 3alLUThl TpadUKa [OJ/LKEH HCI0JIb30BaThCA
ctangaptT WPA2 c nporokosiom EAP-TLS;

- A ayTeHTUQUKALMU JO0/KEH HCI0JIb30BaThCA
npotokos 802.1 x u cepBep ayTeHTUUKALUHU
(koHTpOJLIEp [/ yOpaBJieHUsT 6GeclpoBOJHOU
HHPPACTPYKTYPOH). [pu HEBO3MOXXHOCTH
noakarwdenusa WI-FI Toukn K KOHTpoJiepy
ynpaBJjieHUss U ucnosb3doBaHuss RADIUS cepsepa
HeoO0X0JMMO NPUMEHAATb MeToJ, cepTUudUKaALUU
GecrpoBoAHbIX ycTpoiicTB WPA-2 Personal c
HCI0JIb30BaHUEM cTaThdeckoro kiwda PSK (Pre-
Shared Key). [Ipu 3ToM f0/XeH O6bITh pa3paboTaH U
corjiacoBaH ¢ YnpasjeHueM MHHbopManuoHHOU
BesonacHoctu IlokymaTtesis perjaMeHT CMeHbI

UCNo.16308aHuUU daHHoll

LAN
(Applicable when using this technology)

- the wireless network shall be detached into a
separate segment and shall belong to process
networks;

- the wireless network shall be separated from
wired process LANs by hardware routers with
ACL;

- the wireless network shall be physically isolated
from the information network (CIS);

- wireless network shall have a unique name
assigned (SSID);

- "beacon" frame broadcasting shall be switched
off on the wireless network equipment;

- the signal level in the work area shall not exceed
the working area;

- traffic shall be protected via WPA2 with the
EAP-TLS protocol;

- 802.1X protocol, as well as the authentication
server (wireless infrastructure controller) shall
be used for authentication purposes. If it is
impossible to connect a WI-FI point to the control
controller and use a RADIUS server, then WPA-2
Personal wireless device certification method
using a static PSK (Pre-Shared Key) shall be used.
Atthe same time, the key change regulations shall
be developed and agreed with the Buyer's
Information Security Department; in addition,
MAC address based filtering of client requests
shall be applied to the access points. A list of



KJII04Ya, JONOJHUTEJbHO Ha TO4YKaxX JOCTyma
JlOJDKHA ObITh MpUMeHeHa QUIbTpPAlMs 3alMpPOCOB
KJMeHTa Ha ocHoBe MAC-azapeca. Ha kaxJ04 Touke
C03/laeTcsl CIUMCOK pa3pelieHHbIXx MAC-azipecos;

- Ha KpaHax yCTaHaBJMUBAEeTCA TOJbKO KJIUEHTCKOe
6ecrnpoBOHOE 060PYAOBaHUE.

10. TpeboBaHUA K ceTeBOMY 060pVI0BAHHUIO U €ro

allowed MAC addresses shall be created for each
point;

- only client wireless equipment shall be installed
on cranes.

10. Requirements to network equipment and its

KOHQUTYPHUPOBAHMIO

(IIpumeHuMO npu UCNOAL308AHUU 8 NPOEKME HOB8O20
cemegozo 060pydosaHust)

3anpeueHo ucnosb3oBaTh B TCII/l HeynpaB/isiemoe
ceTeBOoe 060py/J0OBaHHeE.

configuration
(Applicable when using new network equipment in

the project)

Uncontrolled network equipment shall not be
used in Process Data Transfer Networks (PDTN).
Blocking of all unused ports on network
equipment shall be provided.

11. Requirements to the developed software

06s13aTe/JIbHO ~ BKJIOYUTL  GJIOKHPOBKY  BCeX
HEUCI0JIb3yeMbIX MOPTOB Ha CeTeBOM
000pyIOBaHHUH.

11. TpeboBaHug K pa3pabaTbIBAEMOMY
IPOrpaMMHOMY 00ecledeHHUI0

Iepen BHeJ[peHHeM B MPOMBIIIJIEHHOE
HCI0Jb30BaHME MPOrpPaMMHOr0  obGecrevyeHws],
pa3paboTaHHOTO cUJaMu [IpousBoauTes

060pynoBaHus, Heo6X0AMMa Mepe/iladya UCXOAHOTO
KoJla /JJis TpOBeJieHHWs aHa/lvM3a Ha HaJudyue
ys13BUMOCTeH. BBOJ| CUCTEMBbI B 3KCIJIyaTaLUIO [0
yCTpaHeHUs1 ySI3BUMOCTEN HEBO3MOKEH.

Prior to starting the industrial use of the software
developed by the Equipment Manufacturer, the
source code shall be provided for vulnerability
analysis. The system cannot be put into operation
until the vulnerabilities are eliminated.



